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Who Am I

• Hacker and HAM, My Lifelong Hobbies

• Entrepreneur, Educator

• Angel Investor

• Founder and President at HiTeam Institute of Software Engineering

• Seeking for Visiting Research Scholar Opportunity

• Twitter: @xdzou

• Email: zouxd@hiteam.com

• WeChat: 70772177

• Callsign: BD4ET



My Collection of Small Cells

•More than 100 Femtocells, 
Pico Cells, Nano Cells, 
Micro Cells

•TD-LTE, LTE FDD

•WCDMA, TDS-CDMA

•GSM, CDMA



My Huawei BTS3900 4G LampSite

•BBU 3910

•RHUB 3908

•pRRU 3902

•ETP 48100

•GPS Antenna



Why Purchase So Many Small Cells

•Cheap and Easy to Get

•for Statistics

•Collect Old Versions of Firmwares

•Build Up Telecom Labs for Training and Researching



What I Discovered, in the Real World

•4G Small Cells are easy to get from Taobao.com, but they 
rarely work properly

•4G Internet Backhual is hard to get, that's why a proxy 
server is needed

Base
Stations
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Backhaul

Private Network
Backhaul

IPSec 
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Password

4G Small Cells 5% 95% 20% 99%

2G/3G Femtocells 90% 10% 95% 95%

Macro Cells 0% 100% <1% 100%
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PCRF: Policy Control and Charging  
Rule Function

IMS: IP Multimedia Subsystem  
EPC: Evolved Packet Core
SAE: System Architecture  Evolution
LTE: Long-Term Evolution
EPS: Evolved Packet System

EPCE-UTRAN
UE: User Equipment
S-GW: Serving Gateway
P-GW: PDN Gateway
MME: Mobility Management Entity
eNB: evolved Node B
HSS: Home Subscriber Server

4G LTE Network Logical Architecture



Small Cell and Backhual Network
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• SeGW (Security Gateway): provides authentication of HeNB, secure 
tunnelling of communication between HeNB and MME, using IPSec.

• ACS (Auto Configuration Server): managing large number of HeNBs 
automatically, using TR-069.

• HeNB-GW (Home eNodeB Gateway): aggregation of S1-MME and/or S1-U.



Why Focus on Small Cells Security

•50%-70% of the cellular traffic is consumed indoors

•Most data applications are expected to be used indoors

•Huge amount of small cells in 5G era

•Very cheap devices, not so secure

•Could be physically touched by attackers



Backhaul of Small Cells

•xPON (GPON, EPON)
• Copper UTP to ONU(Optical Network Unit)

•PTN, IP RAN
• Fiber

• Copper UTP to FOT(Fiber Optical Transceiver)

•Internet
• Copper UTP



Flaws in Small Cells Backhaul

•IPSec is Optional.
• 3GPP TS 33.401: In case the S1 management plane interfaces are 
trusted (e.g. physically protected), the use of protection 
based on IPsec/IKEv2 or equivalent mechanisms is not needed

•The Pratical Problem:
• xPON is secure, the operators consider it as trusted network.

• Network Cable (Fiber or Copper) from a small cell to the ONU 
could be 100 meters, but was ignored by the operators.

• Network traffics in most of the cables are not protected by 
IPSec, which means plain text and opened to man-in-the-middle 
attack. 



Pico Cell: Ericsson ENC-nRBS01



Ericsson ENC-nRBS01: root shell



Ericsson ENC-nRBS01: listening port



Pico Cell: Comba ENB-35



Comba ENB-35: UART root access



Comba ENB-35: gain remote root access



rooted Comba ENB-35: root shell



rooted Comba ENB-35: firmware dir



Pico Cell: ZTE BS8102



rooted ZTE BS8102: root shell



Pico Cell: Huawei BTS3203



Pico Cell: Datang fbs3211/3221



Compromised Femtocell-- SMS

•SMS over NAS



Compromised Femtocell-- SMS

•SMS over IMS



Compromised Femtocell-- VoLTE

•SIP AMR or AMR-WB



Compromised Femtocell-- Internet

•GTP-U



Compromised Femtocell-- IMSI Catcher

•IP

•IMSI

•IMEI

•Location

•VoLTE
• MSISDN

• IMEI

• Cell-ID

• IP



Root a FemtoCell

•Purchase a Working 3G/4G FemtoCell

•Get Root Shell

•Get IPSec Keys

•Eveasdropping Network Traffics

•Man in the Middle Attacks

•Attack Core Network



Tools to Root a FemtoCell (1)

•Digital Meter

•CP2102

•SEGGER J-Link



Tools to Root a FemtoCell (2)

•BUS Pirate

•JTAGulator

•NAND/NOR Flash Programmer + TSOP48/56 Slot

•Soldering Station



Tools to Root a FemtoCell (3)

• TR-069 Server: GenieACS

• Update Firmware

• Upload, Modify Configuration

• IDA Pro, Ghidra

• QEmu

• OpenOCD

• Binwalk

• firmware-mod-kit

• HEX Editor



Compromised Femtocell in a Backpack

•12V Battery Pack

•Internet Access
• Portable 4G WiFi Router：

• with RJ-45 Slot

• Huawei WiFi2 Pro

•Backhaul via Internet



Make a Rooted Femtocell Portable

•The Femtocell Comes with a Internet Backhaul
• Just need a battery pack and a portable 4G router 

•Private Backhaul, but Still Working
• Add an Internet Access Point to the Private Backhaul

• Connect more Femtocells to the Core Network?

• Perform some Man-in-the-Middle Attacks?

•Backhaul not Working Anymore
• Build up a test environment with your own core ntwork and USIM 
cards, for telecom/IoT security research



Wide Range of Attacking Scenarios

•Not only Femtocell with Private Backhaul

•Any 4G LTE Backhaul without IPSec Protection
• Be able to change the configuration of the eNodeB

• or not

•Rooted 4G Femtocell with IPSec Protection



Hacking the S1 Interface



Protocols in the Backhaul

•User Plane: GTP-U

•Control Plane: SCTP
• S1-AP，form eNodeB to MME

•Network Management: TR-069 (HTTP/HTTPS)

•IPSec Tunnel(from eNodeB to SeGW)



Implant at Backhaul（Hacking Box of S1）

•Dual RJ45 Ports

•USIM Slot

•mini PCI-e 4G Module

•12V Battery Pack or 
PoE



Hacking Box of S1: Gateway Mode

•Need to Modify the Configuration of the eNodeB, Change 
the IP Address of MME to the Address of HBoS.

•Modify the Source Code of srsLTE.
•Working as a Home eNodeB Gateway Offers Control-Plane 
(S1-AP) Aggregation.

•Enables the MME to View the Cluster of Femtocells as a 
Single Entity.

•Offers User-Plane (GTP-U) Aggregation Functions.
•Allows the S-GW to view the Cluster of Femtocells as a 
Single Entity. 

•Perform MitM Attacks on S1-AP and GTP-U.



HeNB Gateway Aggregation



Hacking Box of S1: Transparent Mode

•No Need to Modify the Configuration of the eNodeB.

•MitM Attacks Mainly Focus on User-Plane (GTP-U).

•Can not Provide more eNodeBs to Access the EPC.

•Kernel Module, BPF filters.



The Limitations of HBoS

•Transparent Mode:
• Only User Plane Data Attacks

• No Control Plane Attack

• More eNodeB Access is not Allowed

•Gateway Mode:
• User Plane Attacks

• Limited Control Plane Attacks



Q&A


