
The Future Is Here -
Modern Attack Surface
On Automotive

Lior Yaari & Yonatan Migdal

30/08/2019



Techy

Casual Cool

Lior

Yonatan

Hobby

7 Years In 
Cyber Security

Acroyogist

Born In 
Jerusalem

Robotics 
GeekSec-Dev 

Consultant

Moving To 
Italy

Studying 
German

Bug 
Bounty-er

CS Teacher



IDS

IPS

Automotive SOC

Prevention Concepts

Bypassing ECU 
protections

End to End 
Security Testing

Building Security 
ProductsBreaking through 

the cloud or factory

Vehicle Security Research



Disclaimer

As part of our job with CYMOTIVE we are working closely with 
several automotive companies and because of that many of our 

findings are under NDA.

We will not include ANY customer names and real issues which can 
cause any harm and focus more on the tech side

* All photos in this presentation are from open sources found on the internet
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Who talks to my car?

Year 2005~



Who talks to my car?

Bluetooth, Wifi

Year 2015~



Who talks to my car?
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