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ATTACKS ARE A
TECHNICAL PROBLEM,
DEFENSEIS A

POLITICAL PROBLEM |\ O
THOMAS DULLIEN, | bIaCK hat

"Why we are not building a ASIA 2017
defendable Internet” BH ASIA 2017 B




DEAR CISO,
WHO ARE YOU MOST
| SCARED OF?

0
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BH ASIA 2017 ASIA 201/

SAUMIL SHAH
"The Seven Axioms Of Security”

khat




ATACKERS or AUDITORS” »



The Seven Axioms of Security

l. CISO - Defend fihe orgomni
2, Threo

i Collect Everything.

3. Tlest Readlisticadlly.
L. Con’t Measure? Co
5. Users - One Size Fits N
Defense = Proactive Defense.
Defense Visible.
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Enzoic

Pros Name Their Price as Hacker Attacks Swell.

One example- a $650k salary for a CISO role last year, required
$2.5m to fill this year. There are 300,000 unfilled
cybersecurity jobs in the U.S. last year alone.

BER RANSOMWARE

ot you find the files you need?
content of the fles that you locked for not readable?

pecause the files’ names, as well as the data in your files have been encrypled

h 2ve fumed 10 be a part of a big communty #Cerber_Ransomware

Cybersecurity Pros Name Their Price as Hacker Attacks Swell

SQUARE

= Bloomberg

Cybersecurity
Cybersecurity Pros Name Their Price as Hacker
Attacks Swell

» ‘A full-on war for cyber talent,’ executive recruiter says

» Average digital breach costs firms $8 million, study finds

It took a $650,000 salary for Matt Comyns to entice a seasoned cybersecurity expert to join one of
America’s largest companies as chief information security officer in 2012. At the time, it was among

the most lucrative offers out there,

This year, the company had to pay $2.5 million to fill the same role.
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Vulnerability Summary

Severity Description

Webmin <= 1,900 RCE Vu rability

Any HIGH and
rabilities
confirmed

LOW ns

HTTP Brute Force Logins With Default Credentials Reporting

W min 1.880 Information Disclosure Vulnerability
Cleartext Transmission of Sensitive Information via HTTP

SSUTLS: Diffie-Heliman Key Exchange Insu

fficient DH Grou

p Strength

T— -~

that remedcat

id be investigated and
on can take

ms should not be
ained with other
» further attacks

CVSS Count

9.0

! et

Likelihood

>

Almost
Certain

Likely

Possible

Unlikely

Insignificant

> Consequence

6

2 3 4 [
Negligible Moderate Extensive Significant ‘
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NET

Understand the relationships

| REGULATORS |

| BoARD |

CISO

| 1T VENDORS |

| YourRTEAM |

#HITBGSEC2019
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Security products

Why is there a market for this?

CISO needs to make purchasing
decisions in a market full of poor
products.

Biggest risk to CISO is being seen
as “having forgotten” a risk
Solution is often portfolio purchase:
“Buy one of each product category”




CODE vs TOIL

RUNS SCRIPT Q’g!?&

WRITES
SCRIPT

; Dino A. Dai Zovi @dinodai... - 5m v
e The problem with toil is that it's
.4 addictive. You feel like you are

making progress because you are
e busy fighting fires.

© \)P‘\’d If your security team is created
‘,\>$ from people who prefer toil to
writing code, you'll never be able to
scale with software.
>
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SHOULDERS OF GIANTS

»

ANOOP SETHI KELLY WHITE Dr IGOR PODEBRAD
formerly BT formerly Zionsbank Commerzbank AG
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THERE IS A WAY




HAVE NOTS

Not capable Capable of

— custom analytics
Cyber Security is a threat detection

necessary evil and response

Purely dependent upon
commercial solutions
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BUILD SWARM
INTELLIGENCE



Spiral Dynamics

Ny NETSQUARE



TRANSPERSONAL

Whole View

experential

Flex Flow
adaptability

Human Bond
relationships

Strive Drive
achievement

Truth Force

conformity
Power Gods —
control & ego
= Kin Spirits
PERSONAL protection
Ny NETSQUARE Survival




Spiral Dynamics

HIVE MIND

The swarm will learn and
overcome any obstacle

The Leader is the CATALYST
SELECT THE GOALS
WORTH FIGHTING FOR

IV Energy Level C‘\i\_____
() \—-____ “—‘-—‘—__,___._e
[T Energy Level

‘ Il Energy Level
“ | Energy Level

' l Nucleus

Ny NETSQUARE



The Downward Spiral

Cascade Effect
Doesn't take much to de-orbit

It all hinges upon the

LEADER

Ny NETSQUARE



Nurturing the Spiral

The Leader's Reflection
PROTECT the Swarm

EMPOWER
the Swarm

Form strong

PARTNERSHIPS

<
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Catalys Authoritative

Listen more Behave in a superior way
than you speak over their team-mates

Build capabilities Fight the business

Strong relationships | The "Sky Is Falling" |
with the business




A CENTRE OF EXCELLENCE FOR
ALL OF TECHNICAL SECURITY

An Independent Consultancy
within the organisation
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PROTECT
THE SWARM

Creative Insulation

HONESTY and
OPENNESS

& Happens

Don't throw them
under the busl

No Blank Cheques

> -



@rakyll .t & =

Once you hire two toxic people, p k

home skillet @ralph_squilla... - 1d v
Replying to @raky!l!

Blockchain of toxic




EMPOWER The Swarm

Call you out on your bull&

Ny NETSQUARE

#HITBGSEC2019



PARTNERSHIPS
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Surround yourself with Smart
people in Small teams



THE TALENT WILL
COMETO YOU
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YOUR OWN SIDE THE TEAM'S SIDE
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I THE CISO'S DILEMMA SEEES el

YOUR OWN SIDE THE TEAM'S SIDE



EeREEE




ATALE OF TWOLETTERS .

@NOTtheGRUGQ
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