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DISCLAIMERS

* My presentation is my own and does not reflect the position of my organization.

° This presentation is not going to contain any classified information. If that is what you came
for you will be disappointed.
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DIFFERENT ROLES

* Terrorist — Your opposing force, without them you wouldn’t be needed.
* Hacker - the penetration tester, software dev, breakers and makers alike.

* Consultant - The role of being able to converse with our superiors in a manner that
makes the information we have relevant to their understanding.

°* Spy - I'm going to make you wait a little bit on this one.

°* The second part is, well, we are here to talk about cyber intelligence and cyber
counterintelligence.
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CYBER NETWORK OPERATIONS - QUICK OVERVIEW
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WHAT IS THIS ALL ABOUT?

* Intelligence and Counterintelligence(CI) relevance to CNO
* Demonstrating how the above applies to your daily lives whether you realize it or not
* Attempt to stop the hype train, slow it down, or at least redirect its traffic

* Provide a different perspective or frame of reference from which to view your organization’s
cyber security posture

* Enable both defense and offense to view what they do in a higher order skill set.
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What is national security?
NATIONAL SEGURITYa e A
AR

How do national security principles apply to your
organization’s security?

How can you leverage the concept of national
security to better your organization’s security
v posture and maintain proper security hygiene?

- :
Is so "0T RIGHT So what are you protecting?
NOW

memegenerator.net
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Your operational capabilities

WHEN EVERYTHING IS GRITIGAL

Your financials
Your technologies
Your intellectual property

Your research and development

NOTHING IS|GRITICAL
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WHAT IS “"INTELLIGENCE?"”

* Intelligence is classically the process collecting, analyzing, and exploiting information to
support a specific information objective(s).

°*  Why? Because information and knowledge have value. (money, power, etc.) Think
investment decisions, predicting troop movements, spreading influence, and even little
things such as the waxing and waning of the tides.

* Intelligence seeks to provide that knowledge and insight to better drive decisions.

* It is not simply espionage, however almost all espionage on a state level is in support of an
intelligence function. Keep that in mind.

* Intelligence is no longer, nor really has it ever really been, only for state level use. It's
everywhere. It is unavoidable in the cyber domain.
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REALLY BRIEF HISTORY

°* Sun-Tzu : The Art of War

* Early cryptography and cryptanalysis are an example of people
attempting to keep or discover secrets.

* In the US Code Title 10 v Title 50 for operations
* Title 10 is the US military function
* Title 50 is national security and foreign intelligence

* In the early 20th century commercial private intelligence services
started popping up and they are becoming increasingly prevalent
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Cyber Network Operations is a multiple source
intelligence product. And even includes

THREAT INTELLIGENCE 2

. v elements of CI, but more on that later.
| L It is the product of, but not strictly limited to
' three basic types of intelligence collection
2 ” >  Signals Intelligence
- " * Open Source Intelligence
,WHEHE WE'RE G(IING, WEDONT * Human Intelligence

o THREAT INTELLIGENCE" ™~
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Composed of both Communications Intelligence (COMINT) and Electronic Intelligence
(ELINT)

Applications for CND include
* Network traffic monitoring
* SSL/TLS inspection |
* Network based DLP solutions. '_; S | ‘g.

Applications for CNE include 2 e '"

In God we trust.

¢ Perform|ng M'TM attaCkS Everyone else we monitor.

* Analysis and exploitation of unknown RF protocols

* SSL/TLS cryptanalysis/interception.
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OPEN SOURCE INTELLIGENCE (OSINT)

* Social media and open internet information collection, blockchain analysis, DNS, shodan,
maltego are only a few examples.

* Applications in CND

* DNS, IP, and geolocation data to identify attack sources

* Identifying organizational information leakages OSINT
A A EEEEEEE /
4

-
.

* Social media monitoring of personnel

£)
& =

* Applications in CNE = "\,{f
* Developing human target information 7 ' |

* Identifying infrastructure

° Organizational profile generation. OSINT EHWWHEBE

memegenerator.net
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This is the collection of information by humans from humans.

It can involve elements of psychology and deception. [l LU0 EVISEN UL UL L
~ HERE"

Applications of HUMINT in CND include

* Performing investigations and interrogations
* Tip lines/email for security incidents
or suspicious activity

Applications of HUMINT in CNE o % | =
* Persona generation and maintenance -«SEE?,Nunﬂnv

* Social engineering and deception campaigns !:A“Es.

memegenerator.net

So how can you start applying these to your everyday operations? You already are.
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THE INTELLIGENCE LIFECYCLE

Collection /! N
Processing m
Analysis /4 \v
Dissemination

V\_/

This is a quintessential process that guides decision making and additional tasking.

The product is always knowledge that can provide insight.
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INTELLIGENCE LIFECYCLE - USE CASE - OFFENSE

NOT SUREIS RED.TEAM IS BAD * Let’s discuss an actual use case for leveraging

the intelligence lifecycle in an offensive
manner.

° Foreign adversary wants what you got.

° Let’s pretend that they have time and
resources to obtain it, but they aren’t very
developed in terms of execution, or your
organization presents a tougher adversary
than originally thought.

OR BLUE TEAMGIS|RERLLY GOOD

* At the end of the day, they get access.
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INTELLIGENCE LIFECYCLE - USE CASE - THREAT HUNTING

* Let’s flip the coin.

* You have been targeted and a Y0 nnwu’ I|HEARD YOUILIKE
penetration occurred, you have no MA[WARE

idea.

°* One day ( 6 months later) your team
applies an update to it's AV signatures
and a bunch of systems show up as
‘infected.’

* A team is brought it to start doing
threat hunting and incident response
as appropriate.

1

'
SOWEPUTMALWARE INYOUR MALWARE SANDBOX S0 YOU CAN
SANDBOK MALWARE WHILE YOU SANDBOX MALWARE ;1\
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Forensics, Malware Analysts, Reverse
Engineers.

What are they collecting?
How are they processing it?
What is the product of their analysis?

What decisions are made?

,'r\./

REALIM

memegenerator.net
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THE END OF THE DAY

* At the end all of this action, regardless of which side of the fence the ‘team’ is on, regardless

of what their objectives are; they have leveraged the intelligence lifecycle to produce an end
result suitable to provide insight and drive decisions.

* The reason there was a breach was do to a simple fact. The bad guys put in the time.
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INSPIRATIONAL QUOTE TIME!

You have to got know your systems, devices, and vulnerabilities
better than your enemy.

“You can not defend what you do not know.”

"Because they are going to put in the time, are you?”
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APPLICATIONS TO CYBER NETWORK OPERATIONS

* In CNE it is particularly useful to provide an operational paradigm for planning and execution
for a tasking/engagement.

* The intelligence lifecycle is particularly useful in Cyber Network Defence if you view your
cybersecurity ecosystem from an internal perspective. That is your teams are the intelligence
collectors, they are the intelligence analysts, and they provide you with in actionable
information your require to make decisions.

* Leveraging multiple source collection, processing, and analysis will give you a better end
product and enable better decision making.

>DARKMATTER GUARDED BY GENIUS



CI is a subset of intelligence and supports the protection
of an intelligence collection apparatus.

CI seeks to protect observational, research, analytic,
and covert operations capabilities.

It is not simply counterespionage although it does
support espionage activities.

Try to view CI as a primary function as a CISO. That is,
the protection of the very things that could cause
catastrophic damage to your organization if lost or
destroyed.

However don’t view CI in a strict ‘security’ context. It's
an intelligence function. It's both defence and offense.

»DARKMATTER GUARDED BY



COUNTERINTELLIGENCE FOCUS

[}
*  The primary focus of activities in the CI arena are: I'VE BEEN EKPEGTIN(;/Y(IU

* Deterrence - Defensive CI

* Detection - Defensive/Offensive CI

* Deception - Offensive CI

* Disruption - Offensive CI/Neutralization

* (I supports intelligence activities and intelligence activities

feed back into planning and executing a CI tasking.
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* The following scenario didn’t actually happen. It is intended to be relatable.

° Some assumptions:

* Mature processes, policies, and procedures are operationally effective.
* Technologies in place have been properly configured.

°* One team is unaware of the others activities.

*  We all know that this is an ideal scenario. You may get differing results based on your
expertise.
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SIMPLE SCENARIO - DEFENDING AGAINST THE PENETRATION

* Blue team in a data center

* Unaware that a red team has been targeting them directly they have been noticing an
increase of malicious traffic (port scanning, WAF alerts)

* Alerted on a new device entering the network via network ARP/DHCP monitoring on a
switch.

* Detects initial enumeration of systems via a deception network and behavioral analysis.

* Observes/Monitors actions of attacker and modus operandi in an attempt to perform
attribution.

* Incident response plan initiated and kill-chain operations executed to neutralize the
threat.

* Recovery of the device to obtain evidence to aid in identification and prosecution of the
attacker.
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SIMPLE SCENARIO - PENETRATING A DATA CENTER

°* Red team exercise targets your organization’s data center.

* Performs recon

* Penetrates the facility through back entrance
* Successful exit from the facility

* Implant provides initial access into the DC

* While the physical operation was a success, the logical network testing fails penetration of
a management network.

* Via debrief it is later determined that this failure is the result of detection through a
deception network.
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SCENARIO END RESULTS

* The red team successfully executed a covert operation, although the outcome was not ideal
and the objective was not achieved. The blue team successfully engaged in a successful CI
operation to neutralize the threat.

* The feedback loop begins, the red team feeds it findings to the blue team so they can
mature. The blue team identifies pain points for the red team to strengthen their
performance.

* It's a positive sum game here (win-win). Both sides can claim some bit of victory and
everyone benefits. Specifically no one loses at the expense of the other.

* In commercial engagements, especially with third party red teaming, this is somewhat
atypical. The truth is ego and politics do get in the way.

* So let’s just keep this scenario in mind.
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Deterrence and Detection

Risk Assessment/Risk Assessment Methodology n EFENSEQ
. \%‘“\\

* Physical Security
* Personnel Security
* Information Security

* Communications Security

WHY YOU NO A-
FENSE?
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RISK ASSESSMENT METHODOLOGY

* Assessment of risk is an initial function of Defensive CI.
° You can leverage a similar risk assessment framework based on consequence and likelihood.
* Consequence in this context includes asset valuation and impact.

* This contains two specific risk categories and varying scaled.

Consequence Likelihood
Negligible Highly Unlikely
Minor Unlikely
Medium Moderately Likely

High Likely
Severe Highly Likely
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RISK MATRIX

* We the calculate the risk, and assign actions for remediation.

* Sometimes the best action, in the case of negligible consequence, is simply to observe.

Consequence
Likelihood

Negligible Medium Severe

Highly
Unlikely

Unlikely Major

Moderately
Likely

Likely
Highly Likely

Major

Major Severe

Severe
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DETERRENCE & DETECTION

Deterrence is an all encompassing activity and is as natural as nature itself.
You want to intimidate a would be perpetrator into submission.

In our scenario, the deterrent is in the red teams unwillingness to penetrate the barrier of the
data center due to the razor wire, cctv and lighting.

On the flip side of that coin the CND team’s own security controls force the red team into
entering into a high risk penetration.

Detection of SOME event occurred in some context at various stages in our scenario.

As I said previously once an event is detected, sometimes, not all, but sometimes it is better
to simply observe and monitor.
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INFORMATION SECURITY

YOU KEEP USING THAT WORD. 1DO NOT THINK
IT MEANS WHAT YOU THINK IT.MEANS. ., ...
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COMMUNICATIONS SECURITY

*  Preventative measures to ensure that interception and manipulation of communications
traffic is computationally infeasible.

* Proper encryption of emails and instant messaging.
* Phones, Faxes, Radio systems.

*  Properly implemented communications security is not only a deterrent, once a breach is
detected, deception, and neutralization can begin as required.
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APPLYING DEFENSIVE CI TO CNO

It seems easy to make comparisons in how defensive CI applies to security, but the real gap
lies in maintaining the posture of the organization over time and adapting.

* It's easy to get caught up in the day to day and neglect the fundamentals.
* Budgets are a major consideration for commercial organizations.
* Organizations have a 'set it and forget it’ attitude with regard to security.

* Deterrence and detection are the primary drivers of defensive CI. However, information
security departments, networking, IT, we already do this every single day.

°*  The primary exercise here is to get you thinking about what you might be missing with
regard to your security programs.

° So let’s talk a little about the flip side of this coin.

>DARKMATTER GUARDED BY GENIUS



Red Teaming Exercises and Adversary Simulation against your organization.

Detection
| IS RUSSIAN:SLEEPER

Deception N

* Active

* Passive

Neutralization/Disruption

NEW NEIGHBOR IS FBI COUNTER;INTELLIGENGE.
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RED TEAMING

° Red teaming exercises are leveraged to identify weaknesses in an organizations security
posture.

°* Red teaming is most effective when coupled with defensive CI, increase situational
awareness, and improve by creating a feedback loop from offense to defence and vice versa.

° Red team operations are typically tasked with an information objective the vagueness or
specificity of this objective is paramount. Too vague or too specific, are tantamount to a
poor end product.

°* Red teaming is NOT a vulnerability assessment, it is NOT specifically a penetration test
either. Treat it as such.
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DETECTION

* Detection rides the line between offense and defence, again both sides can play the same
game here.

* Detection is the knowledge that some event has occurred, somewhere, somehow.
* Itis then your duty to investigate the incident to determine

* What happened

* Who was involved

* Identifying a persons/systems/methods of interest

* Locating the persons/group of interest

* Collecting evidence to indicate that the person (or computer) committed an offense
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Now you (or a legal authority) hunt for the truth.

You might not be involved in this directly, however depending on your position there may be
a requirement to assist in support of an investigation

A investigation:

* Interviews and interrogations 0"E nnis “oT SIMP
"

* Monitoring and Observation

— Physical
— Electronic
— Undercover
* Forensic investigations " -
— Computer nET‘E—(‘:JT P“WE“SHE“.

_ Crime scenc ATTACKS WITH SIGNATURES

»DARKMATTER GUARDED BY



DECEPTION

There are two primary types of deception
* Active - this is purposefully misleading a individual or group
* Passive - this is withholding information from an individual or group

°* Anyone who says that security through obscurity doesn’t work should ask the military why
they wear camouflage

* The caveat here is that you have to have security up to par.

*  Deception is a growing concept in CNO and includes such activities as deception networks,
honey tokens, and offensive countermeasures in web applications.

* In CNO this is referred as “Active Defence”

* Looking back at our scenario we can see how offensive CI can be leveraged by our defence
team.
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NEUTRALIZATION/DISRUPTION

YOURE NOT ON THE
NEIGHBOR'S Wi,
AREYOUT | YEAH, WHY?

mEﬂmw"j
~ PLAYS GAMES.
(_\:E?T\cf;

NO PROBLEM. TLL JusT
HOP O A SECURE VPN,

WHOA, MY CONNECTIONS ARE DVING
AS S00N AS T E'IHF'.TETIJW'jEL ANYTHING!

AVRNT How Cutel oY SHIT!

ﬁﬁ;m (9P GOMEQNE'S INGERTING NOTES

ZcH INTO PAGES T REQUEST!
s " EDITING THE TCP STREFM LIVE!

/

<\ NOBCDYS THAT FAST
WHO /8 THIS ADMIN?

https://xkcd.com/341/

MY GOODNESS,
NEIGHBORH(OCD
SCAMPS ON

THE WIRELESS.
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APPLICATIONS TO CYBER NETWORK OPERATIONS

* Detection, Deception, and Neutralization can and should be leveraged by your organization in
any way you see fit. After all it is YOUR network.

° @Give a shot at looking at these concepts in the terms of the technologies you have in place,
not the other way around.

* What are you using to detect events, identify POI, establish timelines and collect
evidence?

* What technologies are you using to deceive those that seek to take from your
organization?

— Internally as well as externally

* How are you neutralizing threats? Or are you monitoring them, what are you actually
doing with that information if you are collecting it?
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WRAP-UP

*  We've discussed the intelligence lifecycle as it applies to CNO, we’ve discussed defensive CI
as it applies to CNO, and offensive CI as it applies to CNO.

° My 2 points are this.

* Everyone thinks that intelligence and counterintelligence is for government agencies for
the purposes of espionage. That'’s all well and good, but it doesn’t mean that we can't
learn from them, use what knowledge they have gained, and use it for good when we go
to fight our own fights.

* Stop looking at your cyber security from the point of the marketing, buzzwords that has
been floating around and start taking a look at it from the thousand year old perspective
of intelligence and counterintelligence.

*  Cheers!

° Questions? I'll do my best.
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THANK YOU
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